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. Failed with only the
( ‘" best intentions




Design

Implement

Maintain






Iignoring

... threat modeling

... detense in depth



Threat model pri 10
implementatiol

Develop software that
IS secure by design
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Utilize every software involved

® amp = Page, Header & Cookie Security
= Analyser

a
= ®
Analysis results for:
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Implement



Passwords stored

... as plaintext (+/- db encryption)
... encrypted

... as a simple hash (+/- salt)



Password Retriever

Forgotten your password? No problem! Just enter your email address and postcode
with your password will be also sent to you, please make sure the email address el

Display password on screen directly |

Retrieve tf_

Important for your securlty, please change your password after you get the old | ;
jone back. To change your password, please Go Here ]




Storing passwords
... as plaintext

... encrypted

... sSimply hashed




Password hash algorithms

1. PBKDF2
> Supported on many platforms
> Brute force attacks: iteration count
2. bcrypt
> Password length up to 56 bytes
> Brute force attacks: iteration count
3. scrypt
> Problematic on limited devices/ busy servers
> Brute force attacks: required memory (RAM)






Plan for the future

# iterations must change with new hardware
Make it configurable
Define period of time to update all passwords

Update hashed user passwords during log-in

> Change the sa
> Calculate new

{

nash with new

iterations

Deactivate not updated user accounts
> Set password to null
> Setup password reset process to change



Passwords

Change salt during password change
Never reuse same salt
Add length limit to password fields
1024 or 2048 characters are reasonable
Hashing always reduces It to the same size
Require old password for password change

> Cross-Site Request

-orgery vulnerability

> Session id exposed to attacker



Ask for the password when
changing the email address




Log-in form

... prevents pasting passwords

... delivered via HI TP
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. Does not stop any attack
» Does not provide any more security
» Does frustrate users
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Forgot password?
@ Remember me on this computer

"Remember me” uses a cookie. View our
Cookie Policy.



UNSAFE
BEYOND

Attacker might i T PUTRES

..change the log-in V f

form action
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«HSTS to force
HTTPS for
whole page




@WebFilter (urlPatterns {"/*"})
public class HSTS implements Filter {
public void doFilter(..) {
HttpServletResponse response =
(HttpServletResponse) res;
response.addHeader (

"Strict-Transport-Security",
"max-age=31556926");

chain.doFilter(req, response);

'
// ..



Sessions

... Without configuration

... without changing session id



<plugin>
<groupId>
org.apache.maven.plugins
</groupIld>
<artifactId>
maven-war-plugin
</artifactId>
<version>2.6</version>
<configuration>
<failOnMissingWebXml>
false
</failOnMissingWebXml>
</configuration>
</plugin>



web.xml

session-timeout: 30 (or 60 or 90)

|[dle time In minutes after session expires
http-only: true

Prevent script access to session cookie
secure: true

Transfer session cookie only via HTTPS
tracking-mode: cookie

Prevent session rewriting by storing session

id In cookie, not In URL




<web-app ... version="3.1">

<o’__ o o o __>
<session-config>
<l!-- idle timeout -->

<session-timeout>30</session-timeout>
<cookie-config>

<!-- prevent script access -->
<http-only>true</http-only>
<!-- HTTPS only -->

<secure>true</secure>
</cookie-config>
<!-- no session rewriting -->
<tracking-mode>COOKIE</tracking-mode>
</session-config>
</web-app>
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Attacker dictates user’s session id

» Attacker uses physical access, URL

manipulation or Cross-Site Scripting to create
Known session 1d

> VIictim logs In, keeps using session 10




Mitigate session fixation

» LiImit session duration
> Invalidate session after log-out
» Change session id after log-in






Maintain



Deployment

... With outdated 3rd party libs



Frameworks and
libraries decline




sql-injection — bash — 89x32

Last login: Fri Apr 17 12:14:00 on ttys000
Marvin:sql-injection dos$ dependency-check.sh -a SQL-Injection -s target/dependency/

Apr 17, 2015
INFORMATION:
Apr 17, 2015
INFORMATION:
Apr 17, 2015
INFORMATION:
Apr 17, 2015
les

INFORMATION:
Apr 17, 2015
les

INFORMATION:
Apr 17, 2015
INFORMATION:
Apr 17, 2015
INFORMATION:
Apr 17, 2015
INFORMATION:
Apr 17, 2015
INFORMATION:
Apr 17, 2015

pe

12:15:22 PM org.owasp.dependencycheck.Engine doUpdates

Checking for updates

12:16:08 PM org.owasp.dependencycheck.data.update.task.DownloadTask call
Download Started for NVD CVE - Modified

12:16:32 PM org.owasp.dependencycheck.data.update. task.DownloadTask call
Download Complete for NVD CVE - Modified

12:16:32 PM org.owasp.dependencycheck.data.update.task.ProcessTask processFi

Processing Started for NVD CVE - Modified
12:16:37 PM org.owasp.dependencycheck.data.update. task.ProcessTask processFi

Processing Complete for NVD CVE - Modified

12:16:37 PM org.owasp.dependencycheck.data.update.StandardUpdate update
Begin database maintenance.

12:16:44 PM org.owasp.dependencycheck.data.update.StandardUpdate update

End database maintenance.

12:16:45 PM org.owasp.dependencycheck.Engine doUpdates

Check for updates complete

12:16:45 PM org.owasp.dependencycheck.Engine analyzeDependencies

Analysis Starting

12:17:13 PM org.owasp.dependencycheck.analyzer.CentralAnalyzer analyzeFileTy

WARNUNG: Unable to download pom.xml for hibernate-jpa-2.l-api-1.0.0.Final.jar from Centra
1; this could result in undetected CPE/CVEs.

Apr 17, 2015
INFORMATION:

12:17:25 PM org.owasp.dependencycheck.Engine analyzeDependencies
Analysis Complete

Marvin:sql-injection dos$



<reporting>
<plugins><plugin>
<groupld>org.owasp</groupIld>
<artifactId>
dependency-check-maven
</artifactId>
<version>1.2.10</version>
<reportSets><reportsSet>
<reports>
<report>aggregate</report>
</reports>
</reportSet></reportSets>
</plugin></plugins>
</reporting>
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Project: JavaSecurity
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DEPENDENCY-CHECK

o dependency-check version 1.2.10
. mmmwa 2015 81 10:21:25 CEST
Dependencies Scanned.

MW‘
Vulherabiliies Found. 23

Vulhevabiibes Suppressed. 0

Display: Showng Yunerabie Dependencies (chok 1o show all)

Dependency CPE GAV Highest Severity CVE Count CPE Confidence Evidence Count
commons-filgupioad-1.2 47  coe/a apache commons fleupioad 1.2  commong-fleyupioad commons-fieupioad 12 Medum 2 HIGHEST 1
commons-hitockent-3.1 jar  cpe/a apache .commons-hitpclient3.1  commong-hitpclent commang-hilpclientd 1 Medium 2 Low 15

cpea spache hitpchent 3.1
batik-cas-1.7 jar coe/aanache batic 1.7 orp.acache xmigraghics batik-css: 1.7 Medium 1 HIGHEST 14
9800-2.3.1 jar coe/a.googke v8.23.1 COM.QOOGH COGe 980N geon 2 3.1 High 18 Low 2
Dependencies

Description: The FileUpload component provides a simple yet flexible means of adding support for mullipart file upload functionality to serviets and web applications.

File Path: /Users/dos/ m2/repositorycommons-fileupload/commons-fleupload/1 2/commons-fleupload-1.2 jar
MDS: c9021a6ed3d73090caf6a7d9d0cB4bb1

SHA1: 310c061830e2 113bb3ddaI050M6LA3dbBe 20050

Referenced In Projects:

* Drect Object References
¢ SQL-njection

Evidence .



Integrate Dependency
Check into your Jenkins
toolchain




» Prepare implementation
with threat modeling

> Think when implementing
security functionality

» Keep your 3rd party

lbraries up to date
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Demo Projects OWASP Dependency Check
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OWASP_Dependency_Check

HTTP Strict Transport Security

RFC Recx Security Analyser
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Microsoft Threat Modeling Tool Chromepiugin.php Web
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security-seasponge-a-tool-for-easy-
threat-modeling
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